PoauTensM o 6e30macHOCTH AeTel B ceTh UHTepHeT

HexenarenbHbiit koHTEHT. MHTEepHET-XMIHUKNA. OmacHbIe BUPYCH U BpeaoHocHoe 110.
OTO 7numb Majas dYacTh NPHYMH, MO KOTOPHIM POJIUTEIHM BO BCEM MHpE 03a00YEHBI
Oe3omacHOCThIO neTei B MHTepHeTe. be3omacHOCT, B KMOEPIPOCTPAaHCTBE CTABUTCS BO TJIaBe
yria, Korja pedyb 3aXOAWT O 3HAKOMCTBE JeTed ¢ IMUPPOBBIMH YCTPOMCTBAMHU: cMapT(OHAMH,
IJIAHIIETAMA M KOMIbIOTEpaMU. BceM M3BECTHO, 4YTO HWHTEPHET IIOJIOH Iyraromen
nH(popManuet, ¥ HEKOTOpPbIE POAHUTENH, YTOOBI OTPAIUTH NETeH OT MOAOOHON HH(pOpPMAINH,
3alpelaT UM M0Jb30BaThCsl IHTEpHETOM, 10 TE€X MOp, TOKAa OHU HE JOCTUTHYT ONPEAEICHHOTO
Bo3pacta. OIHAKO CYHIECTBYET LEMbINA PSJl PA3IMYHBIX MPOrPaMM, YCTAHOBUB KOTOPbIE, MOKHO
ob0ecrnieunTh 0€30MaCHOCTh HECOBEPIICHHOIETHHUX B CETH.

Ceituac, korma UWH(POPMAIMOHHBIE TEXHOJOTUU  OOIIEJAOCTYMHBI, CO CTOPOHBI
MIPaBUTENIbCTBA MPUHUMAIOTCS CepbE3HBIE MEPhI M0 00ecTnedyeHn0 0€30MaCHOCTH BCEX Ipak/IaH,
oOpamaromuxcss K pecypcaM BCEMHpPHOW TMAayTHHBI — BKJIIOYas HECOBEPIICHHOJIETHUX.
3aKoHOAATENbCTBO B cdepe HHTEpHET-0€30MacHOCTH B pPa3HBIX CTpPaHaX MHpPAa MOXKET
HE3HAYUTEIPHO OTIUYAThCS, HO MPOOJIEMBI, C KOTOPHIMH OHO OOpeTCs, UMEIT CXOIHOE
npoucxoxacaue. C 2000 roga B CIIIA nmeiicTByeT 3aK0H O 3alIUTe KOHPUICHIINAIBHOCTH JIeTCH
B Unrtepuere (COPPA), npusBaHHBINA 3alIUTUTH JIKIA MJaamie 13 JieT OT pacKphITHS JTUYHON
nH(popManuu B ceTU. 3aKOH HAMpaBJIeH Ha PerylIupoBaHue paboThl BeOCAaUTOB — 0COOCHHO TaKUX
conmanbHbIX ceteil, kak Facebook u Instagram. Ilocrme BHeapeHus 3akoHa, perucTpanus Ha
JAHHBIX MIaTGopMax BO3MOXKHA TOJIHKO MOJIb30BaTEsIMU cTapiie 13 nerT.

B Poccun pneiictByer Qenepanbbiii 3akoH Ne 436-03 ot 29 nmekabps 2010 (pen. Ot
01.05.2019) «O 3amuTe aeTeit oT HHGOPMAIMH, MPUINHAIOMICH Bpel UX 3JI0POBBIO U PA3BUTHION,
COTJIACHO KOTOPOMY TPOM3BOAMTCS pa3jelicHue WH(HOPMAIIMOHHON TPOJAYKIIUU Ha TSTh KaTeropuit
U 3allpelaeTcs: paclpoCcTpaHeHHe Cpeau AeTel nHpOpMaluy, HAHOCAIICH Bpe UX 3J0POBbIO.

Hapsny ¢ tem, uro MHTEpHET mpenocTaBisieT ACTAM OBICTPBIA M YAOOHBIA JOCTYI K
MoJIe3HOH MH(OpMAIMK, a TaKKe K pa3BIeKaTeNbHBIM MaTepHallaM, BCE K€ IMOJb30BaHHE
NHTepHEeTOM COMpSHKEHO C OrpPOMHBIMH puUcKaMH. Huke mnpencTaBieHbl HEKOTOPBIE U3
OTacHOCTEH, KOTOphIE TOJICTeperaT peOEHKa OHIalH.

Heoscenamenvnutit Konmenm.

Cuns B UnTepHeTe, peOGEHOK MOXKET C JIErKOCTHIO HATOJIKHYTHCA HAa HEXKEIaTeNbHBIN
KOHTEHT — OCOOE€HHO €CJIM Ha yCTPOMCTBE HE YCTAHOBJICHBI CIICIIHMATbHBIC, OrPAHUYUBAIOIINE
JaHHBbIE MaTepuaibl, TporpaMmbl. HexxenatenbHblil KOHTEHT, TaKOW KakK, HalpUMEpP, CLIEHBI
HacWIHs, TOpHOTpadUU W IPYTHE MaTEPHalbl, BHI3BIBAIOIINE CTPaX, YXKac, MaHUKY U T.1. Y
peO&Hka, MOKET HaHECTH Bpea 3J0pPOBbIO M pa3BUTHIO. Ecnu peOEHOK MPOIOIKHUTENIBHOE
BpeMs TIOJIBEPTAETCA BO3JCHUCTBUIO TAaKMX MaTEPUAJIOB, €r0 MCHUXHYECKOE 3JI0POBHE CEPHE3IHO
CTpaJaer.

Hnmepnem-Xuuynuku.

OnHoit U3 caMbIX OOJBIIUX OMACHOCTEH B CETHU SIBISIETCS BCTpeda peOEHKA ¢ HMHTEPHET-
XUITHUKOM. B KadecTBe CBOMX JKEPTB ITH MPECTYITHHKH HAMEPEHHO BBIOMpPAIOT HamOoJiee
ySI3BUMBIE CJIOM HaceleHUs — B TOM yucie aeTeil. Ocobast omacHOCTh COCTOUT B TOM, YTO
MPECTYITHUKHA CTOCOOHBI 0€3 0co00ro Tpyma CKPBITh CBOIO MMOJJIUHHYIO JIUYHOCTH — 3TO
3aTpYAHSAET UX MOUCKHU B pealbHON Xu3HHU. CpsATaBIIMCH 32 (aTbIINBON TUYNHON, HHTEPHET -
XUIIHUKH, C TOMOILbIO OHJIAWH MIaT(OpM — OCOOEHHO YacTO 3TO MPOUCXOAUT B COLIMAIIBHBIX
CeTSIX — CKJIOHSIOT AETEN K HE3aKOHHBIM JEUCTBUSAM, B TOM YHCJIE U CEKCYaIbHOI'O XapaKTepa.
Kubepnpecmynnocme.

3a rompl cymecTBOBaHuUs MHTepHeTa mpoOiemMa KUOEPIPECTYMHOCTH CTAHOBUTCS
TOJbKO ocTpee. Jlumpb 3a saBaph 2019 roma B pesysnbpTare NesTEIbHOCTH KUOEPIPECTYITHUKOB
[0 BCEMY MUpY MpOou30mnuIo 1,7 MHUJITMOHOB clydaeB yTeuku nHpopmanuu. Haxomsces B ceTw,
PeOEHOK MOKET CTaTh KEPTBOM MPECTYIMHUKA, AaKe HE J0TajibIBasch 00 3ToM. Bee 310 Moxker
MPUBECTH K Kpake TUIHON HHPOPMAIINH MOJTB30BATENS, BKIIIOYAsI UMS, aJpec, NaTy POKICHUS,
TeKylllee MECTOIOJI0KEeHHEe U T. 1. Ho camoe ctpamiHoe, eciu AJist BBIXOAa B UHTEPHET peOEHOK
WCIIONB3YET OJIHO M3 YCTPOMCTB pOAUTENCH, HAampuMmep, HOYTOYK — B ITOM CIlydae MOXKET


https://www.itgovernance.co.uk/blog/list-of-data-breaches-and-cyber-attacks-in-january-2019-1769185063-records-leaked

MPOU30MTH TMOXMILEHUE JUYHBIX JAHHBIX, KOTOpbIe€ B JalibHEHMIIEM MOTYT OBITh JIETKO
CKOMIIPOMETHUPOBAHBI.
Kubepoyanune (kubep3anyzueanue).

KuGepOynnuHr — ocTpasi conpaibHas mpooiema.

HccnenoBaHus MOKa3bIBalOT, YTO B HacToslee Bpemsi Oojiee MOJOBUHBI MOAPOCTKOB
CTAHOBATCS JKEPTBaMM TpaBiu B VIHTepHeTe; elle CTOJBKO JK€ BBICTYNAET B KaueCTBE
npecienoBaTeneil. CounanbHble CETH 00pa3yroT OJAroNpUATHYIO CpeAy A KHOepXyJIUTaHOB,
9Yh¢ OHJIAMH TOBEJIEHUE HECeT B cebe OomacHOCTh. PUCK moaBeprHyThes Tpasie B MHTEepHeTe
ceilyac OYeHb BBICOK, MOITOMY POJMTENISIM HY)KHO CIEIHUTHh 32 TEM, YTO MPOUCXOAUT C HX
peOEHKOM B COLMATIBHBIX CETSX, @ TAK)KE OOBSCHATH, YTO OH MOXKET MOJCIHUTHCS C POIUTEIISIMH
0001 mpobaeMol, Kakoi Obl OHa HU ObliIa, 0COOCHHO eciIu peOEHOK CTAaHOBUTCS JKEPTBOM
K1OepOyIuHra.

Hucmpymenmut 3auqumol ¢ Humepueme.

Jns  oOecneuenust Oe3omacHOCTH Jered B VHTepHeTe CyleCTBYET MHOXKECTBO
pPa3HOOOpPa3HBIX  MHCTPYMEHTOB: aHTHBUPYCHOE MporpaMmHoe  obOecrmedeHue, VPNs
(BUpTyaJIbHbIE YaCTHBIE CETH) W MPUWIOKEHMs ISl pealu3allud POJUTEIBCKOrO0 KOHTPOJIA.
brnarogaps 53TuUM HMHCTpyMEHTaM pOJAMTENH IMOIY4YalOT BO3MOXXHOCTh KOHTPOJIUPOBATh
NesATeNIbHOCTh MX JeTeld B CeTH, 4YTO OoO0ecleyuBaeT pa3yMHOE HcmoJib3oBaHue HMHTepHera
peOEHKOM.

AHnmueupycHnoe npozpammnoe odecneueHnue.

[IpeneOperas aHTUBUPYCHBIMM HpPOrpaMMaMHM, Bbl IIOJBEpPraeTe YCTPOWCTBO BallEro
pebénka pucky. JlanHble mporpaMMbl NpeJHa3HA4Ye€Hbl JJIS MPEAOTBPALIECHUS COBEPIIAEMBIMU
KHOepIpecTyMHUKAMU TOMBITOK B3J0Ma IUQPPOBBIX YCTPOHCTB — HOYTOYKOB, IUIAHIIETOB,
cMapTpoHOB M T. 1. PBHIHOK mnpenaraer MWUPOKUN Pl AHTUBUPYCHOTO IIPOTPaMMHOIO
oOecrieyeHus, KOTOPOE BKIIIOYAET B C€0sl MHCTPYMEHTHI JJI 3allUThl JeTell OT yrpo3 B CETH.
Huxe npencTaBieHbl HEKOTOPHIE U3 OCHOBHBIX MOCTABIIMKOB aHTUBUPYCHBIX MPOTPAMM:

o Dr.Web Security Space 11

o Kaspersky Internet Security

e ESET NOD32 Smart Security

o McAfee

o TrendMicro

e Symantec (Norton)
BonpmnHCTBO T1aTHOpPM aHTUBUPYCHOTO MPOTPAMMHOI0O OOECHEeYeHHUs MPEeNOoCTaBISAIOT cOOOH
3(pdeKTuBHBIE WHCTPYMEHTHI, OJOKUPYIOIIHE JOCTyn peOEHKa K calTaMm, CoAep KaIIuM
BpenonocHoe I10. MHcmonb3ys antuBupycESETNOD32 SmartSecurity poxaurtenn camu
BBHIOMPAIOT T€ KaTEropuu CaWTOB, K KOTOPHIM HECOBEPILIEHHOJETHUN OyAeT HMMETh IOCTYII.
Ilepexon Ha Bce OCTaJbHBIE PECYpPCHl, HE MONAJAIOLIUE 0] JAHHBIE KAaTeropuu, OyAeT
3a0JIOKMPOBaH.
VPNs (éupmyansvnsie wacmnbsie cemu).

Uto Ttakoe VPN? IIpocteiMu ciioBamu «BuptyanbHas YactHas CeTh» — 3TO TEXHOJIOTHUA,
MO3BOJISIIONIAs 0OecneunTh Oe30MacHOe CeTeBOE COeAMHEHHME MoBepx Hebe3omacHoM ceTH. C
noMomibio VPNs M0oxkHO ncTiosib30BaTh MIHTEpHET HE omacasch, YTO KHOEPIPECTYMHUKNA CMOTYT
ONPENEIUTh MECTOIOJIOKEHNE MOJIb30BATENSA, @ 3HAYUT HE CMOIYT BOCIOJB30BATHCS JaHHOU
uH(popmanuen 1t kubepataku. Huxke npeacTaBieHsl Heckosibko kpynHeimux VPN cepBepos:

o EXxpressVPN;
e Hotspot Shield;

o Windscribe;
e TunnelBear;
e Hide.me.

MHorue u3 Tex aHTUBUPYCHBIX IPOrpaMM, NEPEUNCICHHBIX PaHEE, YK€ BKIIOYAIOT B ceOs
VPN TexHOJIIOrHI0, YTO MO3BOJSAET IOJIB30BATHCS BCEMHM IPEUMYIIECTBAMU KOMILIEKCHON
3aIuThl, obeperas Kak CBOMl KOMIBIOTEP OT BPEAOHOCHBIX IPOTrpaMM, Tak M pebeHKa OT yrpo3
KHOepIpecTyITHUKOB.


https://www.bullyingstatistics.org/content/cyber-bullying-statistics.html

Ilpunoscenus onsa peanuszayuu pooumenbcKko20 KOHMpPOJiA.

[IpunoxeHus: pOAUTENBCKOr0 KOHTPOJIA — 3TO HE3aMEHUMBINH HHCTPYMEHT, ITO3BOJISAIOIINI
pPOIUTENSIM OTCIIEKUBATh AKTUBHOCTh peOEHka B MHTepHeTe. Mcmomnp3ys NaHHBIE CEPBHCHI,
MO>XHO Y3HaTh, Kakue BeO-CalThl rmoceman peOEHOK, KaKoil KOHTEHT OH MPOCMAaTPUBAT U KaKHe
IIPUJIOKEHHS UCII0JIB30BaI.

[Ipwiioxkenus, peanu3yrolue pOAUTEIbCKUM KOHTPOJb, CTAHOBSTCSA JIEHCTBUTEIBHBIM
3aJ10roM 0€30MacHOCTH AJIS BCEX, KTO CTPEMUTCS 00ecneduTh O1aronoiy4yne CBOMX JIeTeH B AIOXy
HNurepnera
Hwxe npencraBieHsl Jydlline NPHIOKEHUS POJUTEIBCKOTO KOHTPOJIS:

e [I'11e MoHu JieTH;

e Kids360;

e Norton Family Parental Control;
o Screen Time;

« KidControl;
s MSpy;
o KidLogger;

e K9 Web Protection.

C uX MOMONIBI0O MOXXHO OTPAaHUYUTH BpEeMs HaXxoXJeHus pebéuka B MHTepHete, dTo
YBEJIUYUT KOJIMYECTBO BPEMEHH JUIsl OOIICHUS C JPY3bIMH U CEMbEH, MPOTYJIOK Ha CBEXKEM
BO3/yXe M 3aHATUH cnopToM. Kpome Toro, maHHble MporpaMMbl MPEIOCTaBISIOT POAUTENSAM
BO3MOXHOCTb OJIOKHUPOBKHU OIpEENIEHHBIX BeO-CaiiTOB, ele A0 TOoro, Kak peOEHOK 0OpaTUTCs K
HUM — B TOM YHCJIE€ CAliTOB C UTPAMH U CANTOB, COJEpKAIIMUX TOpHOrpadUyeCKre MaTepUabl.
CoBeTsl U151 poAUTENeH MO AETCKOM UHTEPHET-0€30MMacHOCTH
Pacckasxcume pedénky 06 onacnocmax, ¢ KOMmopoIMu OH MOMCEM CMOJIKHYMbCA 6 CEMU.

OTO HCKIIOYUTEIBHO Ba)XXHBIM MOMEHT. PoauTenu He TONBKO JOJKHBI JOCKOHAJIBHO
M3y4YUTh BONpPOC 0€30MacHOCTH JeTel B MHTEpPHETE, HO U OOYy4YHTh CaMHX JETeH MpaBUIBHOMY
MOBEJICHUIO B CETH, YTOOBI HMCKIIOYUTH BO3MOKHOCTH BO3HHUKHOBEHHS OIACHBIX CHUTYaIlHil.
Oo6s3aTenbHO 00CcynuTe ¢ peOEHKOM BCe MPOOJIEMBL, 3aTPOHYTHIE B 3TOM CTaThe, PACCKAXKHUTE O
CyIIECTBOBAHWU  OHJAWH-XUIIHUKOB,  KUOEPHPECTYNMHOCTH,  BPEIOHOCHBIX  TMPOTPaMM,
kuoepOyniauHra. Mano Toro, 4To Hy>KHO Hay4YUTh peOE€HKA MPaBUIBHO MEPEXOAUTH YIUIY U HE
pasroBapuBaTh C HE3HAKOMIIAMH, TakkKe TpeOyeTcss OOBSCHHUTH, YTO TPH HEMPaBHILHOM
UCIIOJIb30BAHUU MHTEPHET MOKET ObITh OUYEHb OINACEH.

Ilokasicume pe6énKy, umo 20moevl 6ce20a €20 blCAYUIams.

Upes3BbyailHO Ba)KHO, YTOOBI peOEHOK MOHMUMAJ — POAMTENH OTKPBITHI JJIS pa3roBopa,
Korja pedyb uaer o OezomacHoctu B MHTepHere. Eciam y peOGEHKA MOSBISIOTCS MPOOJIEMBI,
CBSI3aHHBIE CO BCEMHUPHOW TMAayTHHOW, OH JIOJKEH OCO3HaBaTh, YTO B JIFOOOM MOMEHT MOXKET
MOJETUTHCS UMH C POJIUTEIISIMU.

Ecnu peGEHOK cTaHOBUTCA XEpPTBOW TpaBiau B MHTepHeTe, poauTensMm cieayeT AaTh
MOHSTh, YTO OHU BCETJla TOTOBBI IOMOYb €MY COBETOM U MOJJIEPHKKOM.

Hcnonv3yiime uncmpymenmel 014 peaniu3ayuu pooumenbcKo20 KOHmpons.

Ponutenbckuit KOHTPOIb — 3TO KOMIUJIEKC MEpP, KOTOpPbIE TAPAHTUPYIOT POJUTENSIM, YTO
X peOEHOK HE MOJYYUT JOCTYINa K BPEAOHOCHOMY KOHTEHTY MJIM HEMOJIXOJSAIINM, 10 MHEHHUIO
poauTeneii, Beb-caiitaM, B TOM 9UCIIE M K COIMANbHBIM ceTsM — Facebook, Twitter u BKonTakre.
Ponutensckuii KOHTpONb TPOCT B ycTaHOBKe. K mpumepy, BcTpoeHHas QyHKIus B Opaysepe
GoogleChrome mo3BONsE€T OrpaHUYHUTH JOCTYN peOEHKa K HeXeJaTeIbHbIM BeO-calTam,
HampuMep, K BuAeoxocTUHTY YouTube.com. Ilocne noGaBneHus caiiTa B Tak Ha3bIBaeMBbIil
«4EpHBII CIIUCOK», BCE MOMBITKA peOEHKA MEPENUTH 10 ITOMY aJpecy OyAyT Mpecey eHbl.
Ozpanuubme gpemsa UCNONb308AHUA YCMPOTICNG.

Co3znaeTcs oulyleHHe, YTO JIIOAU CYTKU HamnposI€T FOTOBBI MOJIb30BAThCS yCIyraMu CETH
HNurtepner. HecmoTpst Ha TO, 4TO BCeMHUpHAas MayTUHA — 3TO OTJIIMYHBIM MHCTPYMEHT JJIsl JETEH,
O0COOEGHHO C TOYKHM 3peHHusl JocTyna K oO0pa3oBaTelbHBIM pecypcaM MU pa3BICUYEHUSM, IPHU
Ype3MEepPHOM HCIOJIB30BAaHUM MHTEPHET MOXET 3aTOpMO3UTh pa3ButHe pebéHka. YToObI
n30exaTh 3JI0ynoTpeOJieHHs HaxOoXIeHUs peOEHKa B CETH, BaXHO OTPAHUYUTh BpeMs


https://findmykids.onelink.me/xY6s?pid=content_team&c=ru&af_channel=blog&af_adset=article&af_ad=detskaya-bezopasnost-v-internete&af_sub1=text
https://kids360.onelink.me/ykI8?pid=content_team&c=ru&af_channel=blog&af_adset=article&af_ad=detskaya-bezopasnost-v-internete&af_sub1=review

MOJb30BaHus IUMPOBBHIX YCTpoWCTB. JlaHHas Mepa 3acTaBUT peOEHKA MPOBOIUTH OOJIBINE
BPEMEHH B PEAJIbHOM MHUPE C CEMbEN U APY3bSIMHU.
Hcnonv3yiime naoercnule naponu.

OObscuHuTe peOEHKY, YTO HAAEKHBIE MAPOJIU CIIOCOOHBI MOBBICUTH MH(POPMALMOHHYIO
0€30MacHOCTh B CETH.

[TosicHuTe, YTO MPHU PETUCTPALMU HA BeO-caiiTe TpeOyeTcs MpUuaAyMaTh 3alIOMUHAIOIINICS,
HO B TO K€ BPEMs CIJIOKHBIM MapoJib — 3TO MOMOXKET CHU3UTh PUCK B3JIOMa YYETHOU 3allUCH B
HNHutepnerte.

Ilonv3yitmecsy ayuuwiumu unHcmpymenmamu 014 0d0ecnevyenus UuHmepHem-0e30nacHocmu.

Kak yxe roBopuioch paHee, CyIIECTBYET MHOXECTBO MHCTPYMEHTOB, 00€CIEUUBAIOIINX
O0e3omacHoe  HCIONb30BaHWE  HMHTEPHETa  HECOBEpIICHHONeTHUMH. [Ipumensis  Takue
UHCTpYMEHTHI, Kak VPN (BuUpTyasibHbI€ YAcCTHbIE CETH) U AaHTUBUPYCHOE IIPOIPAMMHOE
obOecrieueHre, POAMTENIM MOTYT OBITh YBEpPEHBI, YTO HUX JI€TH 3alllMIIEHbl OT Yyrpo3 u
BPEJOHOCHBIX IPOrpamMM, KOTOPHIMM MOUIEHHUKH MOJIb3YIOTCS A1 KpakM JIMYHBIX JAHHBIX B
MPECTYIHBIX LEJISIX.

Hayuume peoénka, umo odwienue ¢ cemu ¢ HE3HAKOMUEM, MAK Jce ONACHO, KAK U &
peanvHocmu.

Bcewm u3BectHoe npaBuiio «He roBopute ¢ HE3HaAKOMIIEM Ha YIIUIIE» aKTyaJIbHO U B 3TIOXY
uHTepHeTa. O0sA3aTeNbHO TOHECUTE 10 CBOEro peO&HKa, YTO BCTPEUH C JHOAbMH, C KOTOPHIMU OH
3HAKOMUTCSI B MHTEpPHETE, COIPSKEHbl C PUCKOM s ero Oe3omacHocTu. He3Hakomibl B
HHTepHeTe MOTyT U, CKOpee BCero, OyAyT OMacHbI.

Mowennuuecmeo ¢ Hnmepneme.

MHorue 11041, B TOM 4HCie JeTH, CTAHOBATCS KepTBaMU 0€30MacHbBIX Ha MEepPBbIN B3I
BCIUIBIBAIOIIMX OKOH U CIIaM-COOOIIEHUH, CO3JJaHHBIX U PacChUIAEMBIX KHOEpPIpPEeCTYIMHUKAMMU.
OTH BCIUIBIBAIOLIME OKHA M CIIAaM-COOOIIEHUSI MOT'YT OBITh OYEHb ONMACHBIMU U, BEPOATHEE BCETO,
MPUBEIYT K 3apPa’KEHHUI0 YCTPONCTBA KOMIBIOTEPHBIM BUPYCOM.

[Tokaxkutre peGEHKY OTIMUYUTEIbHBIE NPU3HAKK BPEAOHOCHBIX MPOrpaMM, 4YTOOBI MpH
BCcTpeue ¢ HUMHU B IHTEepHETEe OH cMor n30exaTh npodJieM.

Konmponaupyiime peoénka ¢ cemu u odyuaiime €20 UHGOPMAYUOHHOU 2DAMOMHOCIU.

Jletn, 0COOEHHO MOLIKOJIBHOTO M MIIQJIIEr0 HIKOJIBHOTO BO3pacTa, HE JOJIKHBI OCTaBaThCS
HaeJuHe CO BCeMUpHON mayTHHOW. Haxomurech psaaoM ¢ peOEHKOM B MOMEHT HCIIOJIb30BAHUS
cetu. TakuM 00pa3oM Bbl CMOXKETE€ y3HAaTh KaKhWe CaWThl OH TMOCEIIaeT, U B TO K€ BpeMms
OOBSICHUTH, KaK HY>KHO IIPAaBUJILHO BECTH CeOsl OHJIAMH.

JMemu u coyuanvnovie cemu.

CommanbHast ceTb, 0€3 COMHEHHS, SBISETCS OJHOW M3 CaMbIX PEBOJIIOIMOHHBIX
texHosoruii XXI Beka. MWUIMOHBI MOJB30BATENICH MO BCEMY MHUPY BBIOMPAIOT COIMAJIbHBIC
cetu, Takue Kak Facebook um BKontakre. DT pecypchl mokazanu cebs 3(pQeKTuBHBIM
MHCTPYMEHTOM sl OOIIEHUsI, CO3JaHUsI OHJIAH-CO00IIEeCTB U MPOABMKEHUs Ou3Heca. Tem He
MEHee, KOTJla peub 3aXOJUT O JIETAX B COLUATBHBIX CETSIX, 0COOCHHO €CIM OHU TOJIbKO HAUMHAIOT
3HAKOMUTCSI C HUMH, JaHHBIE TEXHOJOTHU TasT B ceOe JOBYLIKH, O KOTOPBIX CJIeAyeT 3HAaTh
3apaHee.

IlIpobnemot 6 coyuanvuvix cemsax.

KuGepOynauHr moaydi MUPOKOe pacCIpOCTPAHEHNE B 3Py PAa3BUTHUS COIMAIBHBIX CETEH.
Tak xak yncio ciydyaeB KMOepOyIIIMHIa MPOJOJIKAET PACTH, HY)KHO OBITh TOTOBBIM K TOMY, 4TO
0601 peOEHOK B THTEpHETE MOKET CTOIKHYTHCS C YIPO30H MCUXOJOTUIECKOT0 HACHUIIHS.

[Tomumo 3TOro, HaxoXaAeHHE PeOEHKA B COLMAIBHBIX CETSIX B pa3bl YBEJIUUMBAET PUCK
aTaKl WHTEpHET-XMIIHMKA. IIpecTynmHble IMYHOCTH B LENAX MACKUPOBKM OUYEHb 4YacTo
UCIOJIB3YIOT (ajblIuBble NMPOYMIN, HaOMUHarolmme npoduiap pedéHka. MIMeHHO mosTOMYy B
MOMEHT 3HAaKOMCTBa C COLMAJIbHBIMU CETAMH pEOEHOK JOJKeH OBbITh HpeaynpexaeH o0
OMAaCHOCTH BCTPEYH C HUHTEPHET-XUIIHUKAMHU.

Ozpanuuenusn no 603pacmMHbIM KAMe2OPUAM.

Poautenu nOJKHBI caMM pELINTh, B KAKOM BO3pacTe UX PeOEHOK HAUHET MOJIB30BATHCS
COIUANIPHBIMU CETSMU. Y OOJIBIIMHCTBA COIMANIBHBIX CeTeH IJIs JinIl Miasme 13 et goctyn K
wiaTgopMaM U perucTpaius Ha HUX 3amnpeiieHsl. OaHaKko, HEKOTOPbIE POJUTENH MPEINTOUYUTAIOT



NOKJaThCs, MOKa UX PEOEHOK JOCTUTHET OMNpEeNeJCHHOTO YPOBHS 3PENIOCTH, MpexAe YeM
paspelart eMy I0JIb30BaThCs COLMAIBHBIMU CETAMM.
Konmponaupyime oeamenvnocms ped0éHKa OHIANUN.

Eciu peGEHOK Mmonb3yeTcss COUMATbHBIMU CETSIMHU, POJUTENH JOJDKHBI CIEIUTh, YeM OH
3aHUMAeTCid B CETU: KaKylo MH(QOpPMAIMIO BBIKJIAIbIBA€T B CBOEM mpoduie, ¢ keM odiaercs,
Kakue Marepuanbl yuTaeT U T.J. OTIMYHBIM HHCTPYMEHTOM JUIsl 3THUX LEJed MOryT CTaTh
MPUJIOKEHHUS, PEATU3YIOIINE POJUTEIBbCKUA KOHTPOJIb — HampuMmep, cepBuc «l'me mou netm»,
MO3BOJISIIOIINM Y3HATh, CKOJBKO BPEMEHU PEOEHOK MPOBOIUT, OOIMIASCh B COIMAIBHBIX CETAX U
MECCEH/KEepax.

Hnumepnem u demu noopocmkoeozo eo3pacma.

Korna netu gocturarot onpenenéHHOro BO3pacTa — B YACTHOCTH peub UAET O MOAPOCTKAX
— UX MHTEPECHl JOBOJIBHO YAacTO BCTYINAKOT B MPOTHUBOPEUUE C YCTAHOBJICHHBIMU POIUTEISIMU
npaBuiamMu Oe3onacHocTd. [loapocTku cTpeMsTcss ObITh OoJiee HE3aBUCHMBIMH OT POIUTENCH.
Tem He MeHee, HEOrpaHUYEHHBIHN TOCTYI K CETU HHTEPHET MOXKET CTaTh HACTOSAIIEH IpoOIeMoil.

Takoil HexenaTeNbHbIM KOHTEHT, KaK BHJAEO CO CLEHAMU HAaCHWIMs, KECTOKHE
KOMITBIOTEpHBIE WIPBI, MaTepHalbl ¢ pedUTHHroM 18+, mopHorpaduueckue H300paKeHUS -
MPUTSATUBAET MOJPOCTKOB Kak MarHut. [loaTomy, naxke npenocTtaBiisisi HECOBEPILIEHHOJIETHUM
cBoOONy JeHCTBUSI B HUHTEpPHETE, POJUTENM BCE pPaBHO MOILYT M Jajiblle HCI0JIb30BaTh
MPUIOKEHUS, OIpAKIAIONINE UX peOEHKa OT MaTEPHUAJIOB HEXeJIaTeIbHOr0 coJepkanusi. B atom
cly4yae IMO-TIPEKHEMY YMECTHO MHCIOJb30BaHUE PA3JIUYHBIX HHCTPYMEHTOB, O KOTOPBIX
TOBOPWJIOCh PAaHEE — B YAaCTHOCTH IPHIOKEHMH U CEPBHUCOB, PEANIM3YIOLIUX POIUTEIbCKUI
KOHTpOJb. JlaHHAs Mepa MO3BOJUT POAUTENSIM OOECHEYUTh JETAM Ty IMPUBATHOCTb B CETH
UHTEPHET, K KOTOPOH OHM CTpeMATCS, U OJJHOBPEMEHHO C 3TUM M30aBUT UX OT cTpaxa, uyTo
peOEHOK HATOJMKHETCS HA HEXKEJATEeIbHBIM KOHTCHT.
be3onacnocmo 0emeit 6 unmepneme: 0CHOGHbIE NOJIOHCEHUA .

Bcemupnas mnaytMHa — 3TO  yAMBUTEIbHBIM HCTOYHUK HHPopmanuu. KusHb
COBPEMEHHOT'0 4YeJIOBeKa HeMbICIMMa 0e3 MHTepHeTa. Tak Kak ero miat@opMbl MOABEPraroTcs
MIOCTOSIHHOMY DPa3BUTHUIO, HUKyJa HE JeTbCAd OT TOro, 4ro Oojpmias 4YacTh JeTed OyayT
B3POCJIETh, UCIIOJIBb3YsSd MHTEPHET JJisg OOydyeHHs M pasBieyeHus. VIMEHHO MO3TOMY C PaHHEro
BO3pacTa HY)KHO 00y4HTh peOEHKa MpaBuIaM HHTEPHET-0€30MaCHOCTH.

Pa3pemuB peOGEHKy mosib30BaThcsl VHTEpPHETOM, POJIUTENM TMOJBEPraioT €ro
MHOXECTBEHHBIM pHCKaM.TeM He MeHee, CyHecTBYeT MHOXECTBO HHCTpyMeHTOB (VPN,
PONUTEIBCKUN KOHTPOJIb, aHTUBUPYCHOE MPOTrpaMMHOE 0OecredeHNe) U MPUI0KEeHUH, KOTOpbIe
MOKHO YCTAaHOBHUTbH Ha YCTPOWCTBO — HAaIpUMEp, NPUIOKEHUE, OTPAaHUYHMBAIONIEE IO BPEMEHHU
HaXO0XJICHHE B CETH — YTOOBI 00€30MacuTh pedEHKa mpu paboTe B CETH.

[TomuuTe, yTo Oe30macHOCTh peOEHKA B MHTEepHETE HA 90% 3aBUCUT OT €ro poJauTesei.



